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Information Sharing and Analysis Centers

Five Years After the
President's Commission on Critical Infrastructure

Protection Report
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n We have to advance model of ISAC cooperation
n Value propositions to date generally not successful
n Critical components for next-generation:

n Sector business and risk perspectives
n Automated reporting
n Negotiated business rules between partners
n Supplemented with NS/EP services

Argument
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n PCCIP recommended (October 1997)
n PDD-63 advanced principle (May 1998)
n CDC was paradigm
n Participants linked professionally
n De-centralized, but centralized goals
n Near real-time reports
n Negotiated taxonomy, reporting formats

Background
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n What are the critical services for the sector?
n What is the vulnerability assessment for the

sector?
n How can sector map services - business

processes?
n Assess and manage risk with ISAC by -

n Identifying necessary data
n Negotiating information needs in real time
n Buying time during an incident (honeypot)

Emerging Issues
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n ISACs must be about business -- not security
n Competition versus Cooperation
n Security
n Reliability
n Situation awareness
n Crisis coordination

n In sum, can we cooperate – as a sector -- for
risk management purposes?

Business Drivers
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n What kinds of liability are problematic for
automated, real-time cooperation?
n Antitrust relief will grow in importance
n FOIA will impede progress at state level
n Tort liability will not emerge as impediment
n Regulation will further impact ISAC operations

n Use business rules to manage legal risk-
issues

Legal Impediments
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n Perform sector risk assessments
n Focus automated and near, real-time

reporting
n Negotiate strategic framework with ISAC

members
n Negotiate taxonomy
n Obtain NS/EP services
n Develop sector-wide crisis communication

processes, business rules

Leadership Proposals
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